
 
 
 
 
 
 
 
 
 
 
 

Dothill Cyber Security Policy 
(v1 – 021024) 

Definition of Cyber Security: Application of technologies, processes and controls to 

protect systems, networks and data from cyber-attacks. 
 

Introduction 

The protection of information and communication technologies (ICT) within a school environment is 

paramount. This Cyber Security Policy aims to establish a framework for maintaining the security and 

integrity of digital resources, protecting personal data, and ensuring a safe digital environment for 

students, staff, and stakeholders. 

Scope 

This policy applies to all students, staff, governors and external partners, who have access to school 

ICT resources.  

Objectives 

• To protect the confidentiality, integrity, and availability of digital information. 

• To safeguard the personal data of students, staff, and stakeholders. 

• To ensure compliance with relevant legal and regulatory requirements. 

• To foster a culture of cyber security awareness and responsibility. 

• To respond effectively to cyber security incidents and breaches. 



Roles and Responsibilities 

School Administration 

The administration is responsible for: 

• Ensuring the development and implementation of the cyber security policy. 

• Ensuring adequate resources are allocated for cyber security measures. 

• Overseeing cyber security training and awareness programs. 

• Reviewing and updating the policy periodically. 

IT Support 

IT support is tasked with: 

• Maintaining and securing the school’s IT infrastructure. 

• Implementing technical measures to protect against cyber threats. 

• Monitoring network activity for potential security breaches. 

• Responding to and mitigating the effects of cyber security incidents. 

Staff 

All staff members must: 

• Adhere to the cyber security policy and procedures. 

• Participate in cyber security training and awareness programs. 

• Report any suspicious activities or security incidents. 

• Safeguard their login password. 

Students 

Students have the responsibility to: 

• Follow the school’s cyber security guidelines and rules. 

• Respect the privacy and security of others. 

• Report any cyber security concerns to a teacher or other school staff. 

Acceptable Use Policy 
All users of the school’s IT resources must adhere to the Information Security Policy, which includes: 

• Using school IT resources for educational purposes only. 

• Not accessing, sharing, or downloading inappropriate content. 

• Respecting intellectual property rights and avoiding plagiarism. 

• Not engaging in cyberbullying, harassment, etc. 

• Protecting personal information and not sharing login details. 

Data Protection 
The school is committed to protecting the personal data it processes. Measures include: 

• Where necessary, encrypting sensitive data to prevent unauthorised access. 



• Regularly updating software and systems to address vulnerabilities. 

• Implementing access controls to restrict data access based on roles. 

• Conducting data audits to ensure compliance with data protection laws. 

Cyber Security Training and Awareness 
To ensure a culture of security: 

• Training sessions will be conducted for staff and students. 

• Awareness campaigns on the importance of cyber security will be promoted. 

• Resources and materials on best practices will be made available. 

Incident Response 
In the event of a cyber security incident: 

• The IT department will initiate an immediate investigation. 

• Containment measures will be implemented to prevent further damage. 

• Affected individuals will be informed promptly. 

• A report detailing the incident and response actions will be documented. 

• Preventative measures will be revised to avoid future occurrences. 

Compliance and Review 
Compliance with this policy is mandatory. The policy will be reviewed every 2 years or as required to: 

• Ensure it covers evolving cyber security threats and best practices. 

• Incorporate feedback from stakeholders. 

• Adapt to changes in legal and regulatory requirements. 

Conclusion 
Cyber security is a collective responsibility. By adhering to this policy, the school can protect its digital 

resources, maintain the integrity of personal data, and create a safe and secure environment 

conducive to learning and growth. Let us all commit to fostering a culture of vigilance and 

responsibility in our digital interactions. 

 


